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Abstract

Information literacy involves the ability to find, access, evaluate, organise and store
information in a variety of media, though there is as yet no consensus on a precise
definition. This thesis, set in the context of higher education, explores aspects of
information literacy associated with students’ evaluation of information found on the
World Wide Web. Two studies relating to third level students’ evaluation of the
credibility of online information were conducted. Study 1 examined whether the
search results ranking that a website receives following a Google search query
affects students’ perceived credibility of that website. Study 2 presented final year
psychology students with information that was either relevant or not relevant to their
area of study. In order to examine the frequency of information verification
behaviours and to explore the nature of information processing (either heuristic or
systematic) that underlies students’ interactions with online information. The results
of Study 1 are consistent with the idea that state search engine rankings do not
significantly impact participants’ evaluation of webpage content. The results of
Study 2 indicate that final year psychology students did not engage in information
verification behaviours more frequently when evaluating psychology-relevant versus
psychology non-relevant information, but that they did evaluate the credibility of
such information differently. These results are discussed in the context of the
conceptual overlap between information literacy skills and the aims of higher

education.
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Chapter 1

Overview

The notion of literacy involves the ability to read and write - to communicate
through text. Over the past few decades, developments in technology have changed
the ways in which information can be accessed, transformed and explored. As a
result the notion of information literacy has emerged within research and relevant
professional domains. Information literacy involves the ability to find, access,
evaluate, organise and store information in a variety of media, particularly digital
media. Though the concept is frequently seen as an important one, and has spawned
a large and complex research literature, no consensus has yet emerged as to how to
define it precisely. This lack of definition has meant that the understanding of the
psychological and behavioural underpinnings of information literacy is poorly
advanced. At the same time, there is a strong movement in many areas of education
and other professional domains (such as information and library services) to improve
information literacy broadly, through the general population. The perceived
importance of information literacy in modern society is such that UNESCO, in a

declaration in 2005, declared information literacy to be a “basic human right”.

This thesis explores some aspects of information literacy, particularly within
the context of higher education. In empowering someone to be able to identify and
think critically about information, judging its reliability, accuracy and relevance to a
particular task, is a concept associated with high levels of information literacy that
bears a significant overlap with some of the basic aims of higher education. This
overlap between information literacy education and the general ambitions of higher
education suggests that higher education should be a fruitful area in which to
investigate this set of skills. Also, third level education should provide fertile ground
for the development of this cluster of skills. Despite this apparent synergy, however,
the level of information literacy amongst college and university students remains

rather variable and uncertain.

This thesis seeks to add to the growing literature on information literacy and

attempts to better ground the concepts of information literacy within psychological
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and behavioural research. Some aspects of information literacy associated with the
evaluation of information found on the World Wide Web, by students within higher
education are explored. Specifically, students’ ability to evaluate the quality of
information is argued to be a key point of contact between information literacy and
the aims of higher education. This thesis attempts to bring together specific
psychological theories of information processing with information literacy skills
research, in order to advance our understanding the cognitive processes associated

with information evaluation.

Chapter 2 discusses information literacy within higher education. How the
concept of literacy has changed over the past few decades is explored. The chapter
offers a brief outline of how the notion of information literacy has grown into a
significant domain of research, without cohering into a clear set of research
questions or hypotheses regarding the psychological and behavioural mechanisms
underlying it. It is suggested that this lack of coherence in the literature, possibly due
to the fact that different disciplines (information systems, computer science, media
and communications studies, psychology and other professions) have explored the
area using different vocabularies and different specific outcomes in their
assessments. How information literacy fits into higher education is discussed and the
overlap between the apparent aims of higher education and information literacy
training is highlighted. The benefits of information literacy in higher education are
explored as well as the limitations of such an unstructured approach to research
within the field.

Chapter 3 explores the concept of web credibility as a specific area, within
the broader domain of information literacy research. In particular this thesis explores
some of the underlying psychological processes involved in a person’s assessment of
the quality of information found online. Much information found online does not go
through the same rigours of editing and publishing procedures as information found
in books or other traditional media. This presents challenges to individual seekers,
who may need to validate the information they find online for themselves. The role
of search engines, as gateways to online information and in acting as the first
indicator of the usefulness or validity of information, is discussed. In order to
explore the specific psychological processes involved in such evaluations of

information, two models of psychological processes of information processing are
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briefly outlined, specifically the Heuristic-Systematic Processing Model and
Bounded Rationality. These two models frame specific consideration of the way

web-based information is evaluated by students in higher education.

Chapter 4 describes the two studies carried out as part of this thesis. The first
study examines search result ranking (i.e. where a website is placed in the list after a
search) and its effect on perceived credibility. Pan et al. (2007) suggest that people
trust Google rankings to indicate content quality, while other research notes that
information seekers do not look beyond the first few results in a search page (Bar-
Ilan, Mat-Hassan & Levene, 2006; Nakamura et al., 2007; Pan et al., 2007; Spink,
Ozmutlu, Ozmutlu & Jansen, 2002). The first study explores whether stated search

ranking might affect a person’s evaluation of the credibility of a webpage.

A second study examines the influence that experience within a domain of
knowledge has on information verification behaviours (behaviours taken specifically
to assess the likely reliability and accuracy of presented information). The Heuristic-
Systematic Model of information processing suggests that domain-specific
knowledge will affect how a person processes information within that domain. Study
2 explores whether having knowledge in the area (e.g. psychology students reading
about biological psychology) changes how participants interact with a website. Of
particular interest is the frequency with which participants use verification
behaviours when asked to judge the credibility of online content. The expectation is
that domain-relevant information will be more likely to be processed systematically,
and that more systematic assessment of information will result in a greater frequency

of information verification behaviours.

Chapter 5 concludes the thesis with a review of the results and a discussion
of the strengths and limitations of laboratory-based data collection, in the domain of
website interaction and web literacy. The cognitive information processes involved
in assessing the credibility of websites are discussed in the context of the two models
of information processing introduced in Chapter 3. Implications for the
understanding of information literacy are elaborated on, as are the practical

implications and ideas for future research.



Chapter 2

Information Literacy and Higher Education

2.1 Changing Literacies

On the face of it, the notion of literacy involves simply the ability to read and
write and to communicate through text. However there is a recognition that the range
of the concept of literacy is much broader. Common understanding and use of the
term ‘literacy’ tend to go beyond that baseline level as literacy is often considered
not just in terms of the capacity to pick up or put down information in textual form.
A person described as “literate” is frequently considered well read, knowledgeable.
In fact, simply being literate seems to involve a change in the way a person thinks
(Torrance, Olson & Hildyard, 1985; Kintgen, Kroll & Rose, 1988). Literacy is seen
as empowering a person to engage with information, and with the world around
them, in new and interesting ways (Olson, 1994). The written word may be the
medium, but it is not the whole story.

Over the past few decades, developments in technology have dramatically
changed the ways in which information is accessed, transformed and explored. As a
result, literacy has also changed and this in turn has effected changes in nearly all
areas of society. Perhaps principal amongst these changes is that information is no
longer presented simply in pure text, printed or written on a page. Rather, the variety
of media that exists emphasise that literacy is not just about reading and writing but
the interaction with the information in many different forms. Understanding these
changes is an on-going challenge for a number of different professions and
disciplines. Before people can understand the implications and the impact of these
changes as a society and as scientists people need to have a clearer view of just what
is involved in this new form of literacy - information literacy. This is a more

challenging question than a person might expect.

2.2 Information Literacy

Information literacy was first defined (somewhat indirectly) by Paul

Zurkowski in 1974, as part of a proposal to the National Commission of Libraries
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and Information Science in the United States (Eisenberg, Lowe & Spitzer, 2004),
“People trained in the application of information resources to their work can be

called information literates” (Zurkowski, 1974, p.6).

This term caught on and was quickly developed by the incorporation of a
broader sense of literacy as a change in a person's ability to engage with information
in various forms, and to evaluate and consider it. By the 1980s the concept of
information literacy explicitly involved the capacity to critically assess information
accessed through any given medium, while the number of media in question
continued to expand. Eisenberg, Lowe & Spitzer (2004) outline specific component
literacies such as visual literacy, media literacy (focused on such traditional mass

media as cinema, radio and television), computer, digital and network literacies.

This multifaceted nature of information literacy is both a strength and a
weakness. On the one hand, the complexity of people’s interactions with information
in various forms is adequately recognised (Gross & Latham, 2007; Secker &
Coonan, 2013) and a large multi-disciplinary effort is in place to come to some
understanding of it. On the other, the various approaches, intentions and perspectives

taken on information literacy has left the field broad and disjointed.

There is a general consensus around the themes and concepts associated with
information literacy within the literature. Definitions abound and all have clear
thematic relatedness. These revolve around the ideas of the capability to locate,
evaluate and effectively use information. Surprisingly, though, at this developed
stage there remains no single set of criteria, theoretical framework or intended
outcomes from information literacy education that have been accepted across the
board (Beetham, McGill & Littlejohn, 2008; Coonan, 2011).

This lack of consensus is a problem, making advancements in our
understanding of information literacy troublesome and the various aspects of
research into the area difficult to relate to one another. Information literacy seems to
hold a nebulous status as something that no one quite agrees what it is, but that
everyone agrees that whatever it is, it is very important (Bruce, 2004; Gross &
Latham, 2007; Halttunen, 2003; Horton, 2007; Julien & Barker, 2009; Wong 2010).
In 2005, UNESCO declared information literacy is essential when coping with

modern life and that it was “a basic human right in a digital world”. The value of
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information literacy is generally widely acknowledged not only to education, but to
many professions also to citizenship (Department of Education and Skills, 2011,
Badke, 2011; Serenko, Detlor, Julien & Booker, 2012).

Despite this acknowledged importance of information literacy, despite nearly
forty years of development of the concept and despite relevant research having been
conducted within a wide range of fields, the concept itself remains disappointingly
unclear. Information literacy training, a priority for staff within libraries and
educational institutions in numerous countries over the past decades, appears to fall
between domains. There is little integration into discipline-specific teaching or
unified and agreed upon outcomes in this regard (Secker & Coonan, 2013). In the
UK, for instance, Beetham et al. (2008) note that without such integration, the
teaching of information literacy skills within the higher education sector is not
“owned” by any particular department at an institutional level, and remains
disjointed and poorly organised. Coonan (2011) argues that different interested
groups - students, teachers, librarians and other information professionals and
administrative leaders all have different understandings of the concept, its role and

its importance.

From a research perspective, the failure of the research domain to cohere
around a specific and agreed upon set of skills and outcomes associated with
information literacy has meant that the various studies into these issues do not build
a significant body of knowledge. Rather, the quite extensive array of studies and
findings remain disparate and unfocused. There is a problematic complexity to the
ideas in question, with researchers in different domains (such as information
systems, computer science, media and communications studies, psychology and
other professions) using different vocabularies and different specific outcomes in

their assessments.

Over almost four decades of consideration, there is surprisingly little directed
research that provides real insight into the structure of information literacy, its
underlying psychological and cognitive functions, the behaviours associated with
successful information literate activity in different media, or the ways in which

information literacy skills fit into particular professional domains. Many have noted



this unsatisfactory state of affairs (e.g. Coonan, 2011; Beetham et al., 2008; Dickey

& Connaway, 2010) but efforts to unify the domain remain at an early stage.

One example of such an effort, is Secker and Coonan’s (2011) “new
curriculum”. They have drawn together a number of different research groups, and
conducted an in depth review of existing literature, in order to evolve a more
coherent and comprehensive approach to information literacy and information
literacy training, within the context of higher education. They put forward a
framework for addressing the concept, within the context of higher education,
composed of ten key principles:

Table 1.1

Ten principles of A New Curriculum for Information Literacy (ANCIL). Drawn from Secker
and Coonan (2013).

1. Transition from school to higher education. 6. Managing information.

2. Becoming an independent learner. 7. The ethical dimension of information.

3. Developing academic literacies. 8. Presenting and communicating knowledge.
4. Mapping and evaluating the information 9. Synthesising information and creating new
landscape. knowledge.

5. Resource discovery in your discipline. 10. The social dimension of information.

These principles echo standard themes and notions of information literacy,
but in this case explicitly outline a broader framework and inter-relatedness between
different elements (the technical, psychological, social and institutional aspects).
Secker and Coonan’s (2011) framework discusses the ability to determine the
appropriate technology to use for each discipline (e.g. databases, statistics or archival
evidence). Further skills include developing the technical knowledge to store
information in a manner whereby it can be easily found again (correctly labelling
folders and files), the critical assessment of the quality of that information and the
usefulness of it (a key consideration for the present thesis). In addition, the use of
reference management tools to help reduce workload is considered an important
information literacy competence. The framework also makes salient the social

considerations of information use. Using the expertise around us within society
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(peers, academic staff) as always been important in information evaluation, but has
become more so as social interaction becomes a more integral part of how many
technologies work. The development of social networks and related technologies has
transformed the ways in which people would have traditionally sought such expert
advice. This raises the further issue of being able to explore one’s own online
identity and how they are perceived through social networks and the World Wide
Web. Finally, the broader societal and ethical frameworks play an important role in

modern literacy.

For the sake of developing a model that is both practical and practicable,
Secker and Coonan (2011) have constrained their focus to that of the higher
education sector. The general concept of information literacy in modern society is
perhaps too big a target to address comprehensively at this stage. Such a focused
constraint makes sense for the sake of practicality, but also, significantly, because of
the strong similarity between the general view of the information literate and that of

the university graduate (Barnett, 1990).

2.3 Information Literacy and Higher Education

The information literacy literature’s emphasis on independent thinking and
critical mindedness shares an overlap with the purposes of higher education as it is
frequently seen. “If there is a single key concept in the idea of higher education, it is
‘criticism’, (Barnett, 1990, p.162).

Perhaps most famously, John Henry Newman (1976) described a university
education as one that was undertaken for its own sake. The ultimate aim was
“nothing more or less than intellectual excellence” (p.111), but involved the student
holding a critical grasp of the knowledge that they were developing. “[T]The mind
never views any part of the extended subject-matter of knowledge without
recollecting it is but a part” (p.123), and the student never fully accepts knowledge at
face value, but cultivates a mind “which grasps what it perceives through the senses;
which takes a view of things; which sees more than the senses convey; which

reasons upon what it sees” (p.104).

Barnett (1990) explores a range of historical points of view with regard to

higher education, beginning with Plato and ranging through to the present day.
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Though the concept of what higher education is supposed to do has continually
evolved, it is affected not just by the ideals of educational philosophy but by social,
economic and historical factors. Barnett argues that themes of critical, independent
thinking run consistently through all of the various perspectives.

The similarities between descriptions of information literacy and descriptions
of the purpose of higher education are striking. It seems clear that, regardless of the
particular subject or course that a person is taking, successful higher education
should involve the practice, and development if necessary, of good information
literacy skills.

In line with the transformation of media and information technologies over
the past decades there has been a movement within certain domains of higher
education to make information literacy skills more explicitly part of the education
offered by colleges and universities. However, as noted, Coonan (2011) and others
(Beetham et al., 2008) lament the disjointed nature of these attempts. For the main
part, the actions and movements involved in this change has been within the library
and technical services within colleges and universities, despite the early recognition
that it is necessary to integrate information literacy skills into college/university

learning more fully. As Coonan (2011) writes:

Far from being a supplementary, optional or remedial adjunct to the academic
curriculum, this paper situates information literacy as a continuum of skills,
behaviours, approaches and values that is so deeply entwined with the uses of
information as to be a fundamental element of learning, scholarship and research.
(Coonan, 2011, pp.5-6)

This is a vital consideration that lies at the heart of Secker and Coonan’s
(2013) framework and one which directly informs the present work. There are
everyday technology skills in use, but information literacy is not a fully separate,
generic, disjoint collection of abilities. It is, in part, embedded in domain specific

knowledge.

From its first articulation by Zurkowski (1974), information literacy was
considered to involve the application of information resources “to their work”, a
domain-specific conception. Despite this, information literacy is largely considered a

collection of general, non-specific “ICT skills”. Many within the higher education
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sector (and indeed within society more generally) assume young people today have

learned these skills as part of everyday life in the digital age.

There are key differences between true information literacy skills and skills
students tend to acquire growing up the digital age. Educators in colleges and
universities often misjudge, and have unrealistic expectations, of students’ computer
savvy. Although students may be able to negotiate new technologies well in terms of
their core functionality in displaying information, this does not often transfer to
evaluating and searching for that information (Badke, 2011; Dickey & Connaway,
2010). It appears that students tend to exit secondary education as consumers rather
than evaluators or skilled users of information. In a landmark report reviewing the
state of information literacy skills amongst students in the UK it is summarised
simply as follows: “Even though users may be able to use a search engine or other
resource, they did not necessarily know how to get quality information from it”
(Dickey & Connaway, 2010, p.3).

This rather mixed judgement on information literacy is repeated through the
early and more recent literature on the information literacy capabilities of higher
education students. Mittermeyer and Quirion (2003) found only 23% of a sample of
3000 First Year University students were capable of identifying elements of a
webpage that might be key in evaluating its content. More recently, Salisbury and

Karamanis (2011) found a similar level of capability (24%).

Head and Eisenberg (2010) provide more positive findings. In a large scale
survey across six US colleges and a number of disciplinary areas. They indicate that
significant proportions of students (though still far short of all of them) researching
for course work reported checking external sources (66%), checking webpage
bibliographies (59%) and generally “took little at face value” (Head & Eisenberg,
2010, p.3). While certainly welcome, this runs against the majority of such research,

as already noted.

The JISC report by Dickey and Connaway (2010) which explicitly examined
expectations concerning the “Google Generation”, warns that mere access to and
experience with the technologies in question are not sufficient to foster the kinds of
critical thinking and evaluative mind-set required for real information literacy.

Technical skills do not necessarily transfer to literacy skills in their broader sense
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(Badke, 2011; Pask & Saunders, 2004). Julien, Detlor, Serenko, Willson and
Lavallee (2009) note a major obstacle in the development of these skills is the
motivation of students and their understanding of the process of information usage.
They discuss the point that students are typically concerned with learning how to
find information, but that few are concerned in gaining the skills to evaluate the
quality of that information, or the general information resources with which they are
engaged. Insofar as information literacy instruction has been introduced to higher
level education, it is viewed by students primarily as a time saving technique rather
than as a set of skills enabling greater efficiency in the search for, evaluation and

manipulation of, and deployment of that information.

Information literacy may, perhaps because of the ubiquity and familiarity of
information technologies, be subject to a significant “Dunning-Kruger effect”
(Kruger & Dunning, 1999). That is those with poor skills may not be aware of just
how bad their skills are. Gross and Latham (2007) investigated the capabilities of
students entering Florida State University and noted that those with low levels of
ability typically over-estimated their skills. Harrington (2009) found some evidence
for a similar (though weaker) effect amongst psychology graduate students.

While this research has been conducted on groups in North America, similar
findings seem likely amongst students in Ireland. Secondary schools in Ireland rarely
have the resources to provide information systems professionals, such as dedicated
librarians (Connolly, Curran, Lynch, & O’Shea, 2013). Few secondary school
teachers are (specifically) qualified to offer explicit information literacy instruction.
These new literacies are only beginning to find their way onto the Irish curriculum,
which means, that students are receiving little, if any, direct training and the standard
method of the formalised education system remains rooted in what is fast becoming

an out-dated conception of literacy.

A new action plan has been proposed by the Department of Education and
Skills to improve literacy and numeracy generally by 2020 (Department of
Education and Skills, 2011). This plan makes explicit reference to the broader
framework of skills associated with literacy (questioning, inferring, synthesising and
evaluating knowledge) and may well begin to address the issue somewhat. However,

the link with new technologies and the specific skills set required for engaging
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successfully with these new technologies, of identifying behaviours appropriate to
synthesising and evaluating knowledge within particular technological contexts, has
yet to be made. Within the UK, Coonan (2011) notes that information literacy is not
often considered outside of “ICT skills”, and is generally circumscribed as a set of
basic or functional computer use skills. Yet it should be considered a core aspect of
domain-specific knowledge. Coonan argues that this misconception should be
resisted and the crucial and core role of information literacy in higher education be
recognised.

2.4 Benefits of Information Literacy in Higher Education

Given the overlap (in fact, the near identity) between the conceptions of the
information literate and the university graduate as an autonomous, critical,
independent thinker, it would seem obvious that good information literacy skills

would benefit higher level education.

Much of the research on information literacy skill levels and instruction has
been conducted by library and information professionals to date. Research conducted
with students from other disciplines has focussed on students’ attitudes and
confidence with the technologies to which they have been introduced (Streatfield &
Markless, 2008; Julien et al., 2009).

Dedicated information literacy instruction does show benefits in terms of
technology-specific skill development (Detlor, Julien, Willson, Serenko & Lavallee,
2011; Marupova, 2006). The broader impacts on the students’ academic life are more
difficult to evaluate, but Detlor et al. (2011) note that, along with an increased
confidence with technology, were increases in both reported effectiveness and
efficiency at finding information. Students reported less effort and time required to
find library materials. Changes in attitude and improvements in the time taken to get
hold of necessary materials would be expected to have spill-over benefits in terms of
the rest of the students’ academic activities. But while students appear to appreciate
this time-saving outcome to information literacy instruction (Secker & Coonan,
2013) this appreciation occurs within an unfortunate failure to understand the
broader conception of information literacy. Serenko et al. (2012) and Julian et al.
(2009) note that students report improvements in grades and that the instruction had

positive impact on their coursework. Keating, O’Siochri1 and Watt (2009) found that
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such instruction also made students more aware of their study techniques and
learning strategies. Keating et al.’s study provides the first vital step to enable
students to improve their information literacy techniques, essential to the deliberate
and critical mode of thought that is higher education’s ambition. This suggests that
improved information literacy skills will also help students avoid the Dunning-
Kruger effect. They may become aware of their own limitations and be made more

capable of overcoming those limitations with regard to information literacy.

2.5 Still in Search of the Foundations of Information Literacy

While these results give some indication of the existing information literacy
skills of third level students, there are clear limitations to much research in this
domain. Most significantly, the vast majority of this research was conducted using
self-report questionnaires (Gross & Latham, 2007; Harrington, 2009; Flanagin &
Metzger, 2007). While these allow for fast and inexpensive surveying of large
numbers of students, they provide weak information regarding the actual behaviours
and capabilities of participating students. Such survey-based methods provide a
framework within which to construct more detailed research questions, but offer
little insight into the specifics of students’ interactions with technology and their use

of information in various areas of life and work.

Studies drawing on more objective data collection methods may provide
more focused results. Studies which employ logs of computer use can provide some
indication of patterns in people’s search and viewing behaviours (Ke, Kwakkelaar,
Tai & Chen, 2002; Hunter, 1996). While such data are clearly useful for some
research questions with regard to aggregate patterns of use (how many times
particular resources were accessed, what times or durations of access of different
resources tended to be), the kinds of data collected make analysis of individual
behaviour difficult or impossible. More recently developed “deep log” analysis (e.g.
Nicholas, Huntington & Jamali, 2008) do provide (through IP address matching) the
ability to identify individual users and track their behaviour within a particular web
resource (in the Nicholas et al., 2008, case, within the very large, multidisciplinary,
database ScienceDirect). The development of these techniques are exciting because
of their promise in offering individual-level analysis of web browsing patterns, but

are limited by the technical demands involved. The web is too large to track the
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behaviour of many people over its entire range (at least without the resources of a
major government, for instance). In addition, specific intentions, responses or
interactions with a given page or document is not generally available. Deep log
analysis is therefore suited to particular kinds of in-context behaviour tracking and is
likely to prove very useful in the future with regard to such questions. Other methods
are needed if interactions with technology and information directly are to be

examined.

Where researchers may be interested in specific content or user effects more
focused behavioural studies are required. For example, the dynamics of students’
search and evaluation behaviours where, for instance, facial expressions are used to
assess disappointment and concentration, (Wirth, Bocking, Karnowski & von Pape,
2007), or, as outlined in more detail in the next chapter, the effects of rank ordering
in search engine results (e.g. Spink et al., 2002; Pan et al., 2007).

Such behavioural work has, to date, often been of a very descriptive nature.
That is the identification of general patterns in people’s information search, retrieval
and usage. Also, information literacy skills are typically seen as generic or general,
rather than contextualised within domain-specific practice. This work suffers from
the lack of theoretical consensus regarding information literacy and the absence of a
framework for asking pointed psychological questions - questions regarding the

cognitive and behavioural aspects of interaction with information sources.

If proper, evidence-based, advances in the integration and improvement of
information literacy skills are to be made within higher education generally, a
number of factors must be considered. Firstly, the various capacities associated with
information literacy will each need to be contextualised within psychological theory.
The different facets or domains of information literacy interact with a wide range of
cognitive and social psychological research domains such as persuasion and social

influence, reasoning, decision making, memory, attention and more.

These developed theoretical frameworks will then need to be tested and
supported by empirical methods that involve more critical data gathering techniques
than self-report surveys. Such surveys are certainly useful, and provide an initial
picture of the state of things as they stand, but do not allow for controlled, precise

observations needed.
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To address all of the complex, multifaceted aspects of information literacy is
a large undertaking and far beyond the scope of this thesis. The specific focus of the
current work concerns one aspect of information literacy, that Barnett (1990, 1997)
has identified as being the defining characteristic of higher education - critical
thinking. This is specifically with regard to the evaluation of information found on
the World Wide Web, the first port of call for most students of higher education
(Salisbury & Karasmanis, 2011). This issue concerns what is sometimes called “web
credibility” within the domain of information technologies and in particular within
the domain of online information gathering. In the following chapter issues
associated with credibility are outlined. These are the psychology of message
processing and information literacy within higher education. The specific research
questions and objectives of the current work are also outlined in more detail.
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Chapter 3

Web Credibility Information Quality and the Psychology of
Information Processing

3.1 The World Wide Web

“[TThe internet represents the real information revolution...one that removes
the governmental and corporate filters that have so long been in place with

traditional mass media” (Beacham, 1995, p.6).

The internet allows for the publication of anything without permission from
editors, governments or other “gatekeepers”. While this is in many ways
empowering and liberating (to the extent that access to the internet is considered by
some to be a human right (UNESCO, 2005) and closely associated with the right to
free speech), it brings with it certain costs and demands for the user. The
accessibility of all this information imposes a greater need for a form of literacy that
enables users to evaluate the credibility, accuracy and usefulness of websites.
Quantity of information does not ensure quality. Editorial functions that were
previously undertaken by publishers now fall on information retrievers (Glister,
1997). In the past when users looked at published books, editors and publishers acted
as guardians of credibility and accuracy. Now the responsibility falls on the users
themselves to take appropriate steps to evaluate the websites information presented
to them (Glister, 1997).

Brandt (1996) identifies three filters of quality present in more traditional
media that do not exist for many forms of web content. Firstly, effort and cost; the
ease and cheapness of website production makes being certain of the source difficult.

Credible sources such as governments, or other organisations, stand on an even

! The terms internet and World Wide Web are used interchangeably throughout this thesis, the two
are different. The internet refers to the structure of networks, the hardware and software infrastructure
that makes up the global network, while the World Wide Web allows for information access over that
infrastructure

~ 16 ~



playing field with less reputable ones. Secondly, the peer review standard across
much of the publishing world (particularly for academic content) is not necessary for
web publishing. Finally, specialist or expert endorsement, such as by a librarian or

teacher, is surrendered in favour of automated search and retrieval processes.

Flanagin and Metzger (2000) similarly maintain that many pre-existing
methods of information evaluation such as established reputations, genres, or
personal experiences are not as effective when applied to the evaluation of online

content. These points argue for the necessity of strong information literacy skills.

The availability of quality information online is not in question as the internet
can be clearly and increasingly, a source of excellent and extraordinarily high quality
information. The difference is that the role of quality assurance can no longer be

delegated so reliably to others.

3.2 Quality of Information on the World Wide Web

Introducing the research domain of “persuasive technology”, Fogg (2003)
notes that “if someone didn’t want to influence others in some way, he or she would
not take the time or energy to set up a Web site” (p.147). Fogg makes the point that
whether they are trying to provide information (and convince people of its accuracy),
persuade people to purchase something or simply encourage them to use their own
services as compared with other online competitors, one fundamental issue that

websites face is credibility.

Credibility can be defined as judgements made by a perceiver relating to the
believability of a communicator (O’Keefe, 2002). That is, what the viewer thinks of
the information being portrayed, and of the person or company who portrays that
information. Building on the basic foundation of the Hovland-Yale model of
persuasion (Aronson, Wilson & Akert, 2010; Hovland & Weiss, 1951), Fogg (2003)
maintains that credibility is a perceived quality of an information source, made up of
that source’s perceived trustworthiness and expertise. Trustworthiness refers to the
users’ belief as to whether the source is honest and whether information is presented
without manipulation or deception. Expertise relates to the communicators and their

competency with regard to the knowledge or information they impart (Ohanian,
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1991). Fogg et al. (2002) note that these two aspects of credibility are simultaneously

perceived through the multiple dimensions of a website.

Credibility is not an objective property of a website. It cannot be determined
by counting how many hyperlinks the website has, or, how many words there are on
a page. Because credibility is a perceived characteristic its evaluation is one of the
facets of information literacy. In essence credibility involves a user’s ability to make
judgements regarding the trustworthiness and expertise of the website’s author, and

through that the accuracy, the quality, of the information provided.

The internet often lacks editors and other traditional gatekeepers and
guardians of information quality (Danielson, 2005), but it has some significant
advantages over traditional media when it comes to allowing for the assessment of
credibility or accuracy. In traditional print media, if an information retriever were to
take extra steps to evaluate the quality of the information presented the time and
effort required might be quite substantial. Either an expert (e.g. a teacher or
specialist) or an information professional (e.g. a librarian) might be consulted.
Alternatively, further sources of supporting knowledge could be sought from another
book, magazine or journal. In each case there is a notable cost in terms of time, effort

and possibly money, to the information retriever.

The behaviours engaged in, to assess the value or check validity of
information presented are termed “verification behaviours”, or “information
verification behaviours” (Flanagin & Metzger, 2000). Different media offers
different kinds of potential verification behaviours and the knowledge of when and
how to engage in them forms one of core aspects of information literacy. This is
what Secker and Coonan (2013, p.41) term as “mapping and evaluating the

information landscape”.

The massive interconnectedness of the World Wide Web enables near-instant
reference to supporting citations and other materials. The Knowledge of how to
make use of that inter-connectedness, which links to follow and which supports to
examine are essential components of web literacy, itself a component of information
literacy. While some evaluation must be specific to a given discipline, some general

points can be outlined.
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Dragulanescu (2002) identifies a number of points of consideration is the
evaluation of information found online. These include whether source references for
the information are provided, whether details on the expertise and background of the
author are provided, whether the information is up-to-date, whether the author can be

contacted or otherwise interacted with, and what the clear goals of the website are.

Verification behaviours associated with these considerations involve
searching for and viewing information about the author (frequently included in an
“About Us” or “About the Author” section), following hyperlinks to sources for
specific claims, checking the dates and details of key references or citations, and

potentially contacting the author regarding the information presented.

Verification behaviours are of particular interest to the present work because
they represent potential behavioural indicators of systematic (deliberate, effortful)
information processing, a mode of interaction with presented information that predict

the provision of an improved evaluation of the quality of that information.

3.3 Evaluating Information Quality: Models of Information Processing

Psychological theory provides a number of models that make predictions
about the engagement with and evaluation of presented information. When
information presented on the World Wide Web is considered, the evaluation of it,
and the prediction of information verification behaviours, two theories in particular
provide relevant guidance. The first is the Heuristic-Systematic Theory of
Information Processing (developed first as a model of evaluating credibility in the
context of persuasion but has since expanded to consider the evaluation of

information more generally) and the second is the theory of Bounded Rationality.

Chaiken’s (1980) earlier work on the heuristic-systematic processing model
investigated if the number of persuasive messages from a likable or unlikable
communicator could affect participants’ opinions. She found that those who were
deemed more involved (expecting to discuss the topic at a later stage) had greater
opinion change when a greater number (six) of arguments were given, but the
likeability of the communicator did not have an effect. While for those who were
less involved (expecting to discuss an unrelated topic at a later stage) they were more

influenced by the communicator rather than the number of arguments (two or six).
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Chaiken reports that participants who are invested or “highly involved” in the
content of a message, would be more inclined to employ systematic information
processing. This could be replicated for modern information retrieval processes by
utilising verification behaviours such as using the number of hyperlinks (arguments)
and examining the expertise of the author as a means of determining if systematic

processing is used.

The second theory that can predict how information is engaged with and
evaluated is Bounded Rationality (Simon, 1955). This is a view of the standard
modes of operation of the cognitive system in interaction with information in the
environment. The theory places emphasis on heuristics — rules of thumb used to
reach ends that might not be optimal, but suffice given the context in which they are
deployed. While not guaranteeing optimised behaviour, heuristics nevertheless
manage higher cognitive functions to be carried out by a system with limited
resources, often without any conscious deliberation. Walking is a prime example. A
destination can be decided and a route but people will not go through the cognitive
processes of getting the body to walk (which leg to start with, how much it should be
extended and so forth). Walking is generally an unconscious effort, however it is a
very conscious effort for toddlers taking their first steps. Similarly interaction with
the World Wide Web would be an unconscious deliberation for many. The theory

expects the person to have a certain level of familiarity.

Though other theories exist, particularly within the field of persuasion within
social psychology (e.g. the Elaboration Likelihood model; Petty & Cacioppo, 1990)
the Heuristic-Systematic Theory and Bounded Rationality explicitly claim to be
general models of information processing. While, as Fogg (2003) notes, all websites
are persuasive endeavours, there is less interest with the specifics of that persuasion
than with the manner in which users interact with the information itself. Applying
the logic of these two more general models is therefore seen as a good “first step” in
grounding the psychological processes involved in information literacy, and the
evaluation of web-based information in particular. As a more refined picture of
phenomena relevant to web usage and information literacy in different circumstances
is developed, more focused and domain-specific theories may become relevant. That

is beyond the scope of the current work.
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3.3.1 The Heuristic-Systematic Theory of Information Processing

The Heuristic-Systematic Theory was originally proposed as a model of
persuasion and the interpretation of persuasive messages (Chaiken, 1980, 1987;
Chaiken & Ledgerwood, 2012). It offered an explanation of how the interaction
between a person and a perceived message results in attitude changes. Coming under
the general framework of “dual-process theories”, the model suggests two modes of
information processing, two ways in which a person might interact with information

presented to them.

The heuristic mode is one in which the person uses salient, often peripheral
cues regarding the message to evaluate its credibility. In an online context this might
involve the design or look of the website, the names of institutions or other
organisations associated with the site (and their reputations) or other details (Fogg,
2003). These cues do not technically provide direct information concerning the
validity of the website’s content. Further peripheral details might include the number
of hyperlinks visible on the page, or the number of references or citations included.
Heuristic information processing, as the name suggests, is quick and simple, and is

cognitively undemanding.

The second mode of information processing is much more effortful. It
involves a more deliberate or conscious scrutiny of the information presented
(Chaiken & Ledgerwood, 2012; Trumbo, 1999) and requires significant cognitive
resources. This second mode of thought is closely associated with critical thinking
about the content presented. The mode of processing selected in a given situation
depends on a number of internal (receiver or user) and external (message or site)
factors. Internal factors include the individual’s cognitive abilities, for example their
prior knowledge or expertise in the area and their motivation to invest time and
cognitive effort. External factors include how the information is presented, whether
it is complex or simple, as well as other inherent and situational characteristics
(Chaiken, Liberman & Eagly, 1989; Petty & Cacioppo, 1990).

3.3.2 Bounded Rationality

A second model of general information processing present in the literature is

that of bounded rationality. Originating with Simon (1955) and developed more
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significantly recently by Gigerenzer and colleagues (Gigerenzer & Brighton, 2009;
Todd & Gigerenzer, 2012), the bounded rationality model focuses on the fact that
people have very limited cognitive resources, and tend to make use of the least
effortful form of processing available to them at any time, in order to achieve their
goals. More significantly, as people engage with their environment they expect
certain structures and reliabilities that act as supporting assumptions to heuristic
computation. In fact they make heuristic computation more efficient and successful
than complex thinking in the right kinds of situations (what Gigenzer and Brighton,

2009, term the “less-can-be-more” effect).

Bounded rationality theory makes somewhat different predictions to the
Heuristic-Systematic Theory, insofar as it suggests that deliberate, systematic
assessment of presented information is even less likely. We use heuristics both
because they demand fewer resources and also because in many situations they are
actually more effective (Simon, 1955). This places less emphasis on the capabilities

of the individual person than was the case with the heuristic-systematic model.

3.4 Evaluating the Credibility of Web-Based Information
3.4.1 Search Engines and Credibility

Before information can be evaluated it must first be accessed. In the case of
the World Wide Web, finding the information potentially provides the first hints at
its credibility.

Search engines are the most common ways of gathering information from the
internet. Google is currently the search engine used for the largest percentage of
queries (StatCounter, 2012). Search engines use automated computer bots to gather
data about webpages available on the internet. These data are then stored in a
database and indices are created from the various possible keywords which are used
within the content of the webpages themselves. When a user types in a search query
it is the index that is searched rather than the web directly. Because each search
engines index is organised differently, search results and their rankings (order of
websites e.qg. first, second etc.) vary between engines. The algorithms behind these
different engines form the basis for competition between the various search

companies (Rethlefsen, Rothman & Mojon, 2009). Companies keep at least some of
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their search algorithm secret in order to continue competing. What this means is that
an unknowable algorithm makes the first proxy judgement regarding the quality of

information relevant to a person’s problem when it comes to using the internet.

The role that search engine results pages might play, or the influence search
ranking carries, in the evaluation of the information presented on a given webpage is
not easy to specify, and has seen surprisingly little research. The majority of research
on web search has focused specifically on interaction with the search results page
only, where the consensus is clearly that only the top few results (between top three
and top five) are given any real consideration (Bar-llan et al., 2006; Nakamura et al.,
2007; Pan et al., 2007; Spink et al., 2002). The relationship between search results

pages and the content for which they act as gateway, is not well understood.

Kammerer and Gerjets (2012) note that the form of presentation of results
from a search engine can affect the likelihood of a person being distracted by, and
clicking on, commercial links (i.e. hyperlinks produced as advertisements relevant to
the query rather than as query-specific results). They found that results presented in a
tabular, as opposed to a standard list formatting, also produced longer eye fixations
and better search outcomes when participants were confident that there was good
information to be found. This implies a potentially strong influence of search engine
result presentations, though participants interactions with the specific content of the
web pages themselves was not the researchers’ primary concern. Similarly, Lau,
Coiera, Zrimec and Compton (2010) noted that different search engine designs (task-
based vs. resource-based organisation of searches) produces quite different patterns
of use. This indicates that search engine operation affects the way a person interacts
with their available information resources, but again, the credibility and evaluation

of those resources for users were not key to the researchers’ aims.

Wirth, Bocking, Karnowski and von Pape (2007) examined whether people
used heuristic or systematic processing while using a search engine. Using verbal
protocols they (perhaps unsurprisingly) found a mixture of both, though the
conditions under which participants switched between these modes were not clear.
Participants were asked to do three search tasks with different levels of difficulty:
low, intermediate and high. Experience with internet use was the best predictor of

mode of processing, with less experienced users relying more on heuristics, such as
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working entirely with the first page of results. For all participants the cognitive effort
invested seemed greatest when dealing with results presented on the first page of
search engine results. Effort in evaluation tended to reduce when participants went
past the first page, and participants demonstrated heuristic processing only (as

identified using verbal indicators) for later pages of results.

Wirth et al. (2007) found tracking browsing actions (such as using the ‘back’
button on the web browser) to be ambiguous, but define all of their indicators of
elaborative or systematic thinking in terms of think aloud protocols. Verbal protocols
are certainly useful (Ericsson & Simon, 1993), but for example Walraven, Brand-
Gruwel and Boshuizen (2009) found the method rather unreliable, with participants
sometimes failing to describe the reasons for their actions when leaving and entering
webpages (Wirth et al., did not describe levels of non-compliance with the
procedure).

Wirth et al. found higher levels of systematic processing in first-results-page
sites; this runs somewhat counter to those of Pan et al. (2007). Pan et al. investigated
the influence that result rankings have on users’ perceptions of credibility. They had
judges evaluate the results pages from four different search queries using Google.
The judges were asked to rank the pages on how relevant they thought the
information the titles and page abstracts were. Participants were then presented with
the Google results pages either in the rank order according to the judges, or in a
reversed order. A third group were shown the Google results page unaltered. Pan et
al. found that participants were more influenced by the order in which pages were
presented, their rankings, than by the content of the results page abstracts. In
essence, participants trusted Google to have got it right, rather than evaluating the

content of the information presented to them, for themselves.

Work by Pan et al. suggests that by the time a person actually views a
webpage they have already been primed to consider it as credible or otherwise
according to the ranking of search results. This possibility is given some support by
the work of Feufel and Stahl (2012). They found that there was concern about
information quality during the search 